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Call for Papers

The recent advancements in Information and Communication Technologies (ICT) have given the
opportunity to private and public entities, including Critical Infrastructures and other Operators
of Essential Services (OES), to offer new and innovative services while lowering their operational
costs. These advancements however, are often hastily adopted without proper evaluation of their
impact on security, leaving current Information Technology (IT) and Operation Technology (OT)
systems vulnerable to various kinds of cyber-attacks. The workshop aims to bring together
viewpoints from diverse areas to explore the commonalities of security problems and solutions
for advancing the collective science and practice of IT and OT security.

The workshop will be held in conjunction with the IEEE CSR 2025 conference as a physical event,
during August 4—6, 2025. Prospective authors are encouraged to submit previously unpublished
contributions from a broad range of topics, which include but are not limited to the following:

» Security architectures and frameworks » Secure and resilient software

for enterprises, SMEs, public development
administration, or critical infrastructures » Identity management and privacy
» Threat modeling, detection, analysis, enabling technologies
classification and profiling » Cybersecurity certification
» Artificial intelligence (Al)/machine » Cyber threat intelligence and
learning (ML) and generative Al in collaborative defense
cybersecurity » Advancements in tools, processes, and
» Vulnerability risk assessment and approaches for security operations
management centers (SOC)

~

Intrusion detection and prevention

The CSR IOSEC workshop will accept high-quality research papers presenting strong theoretical
contributions, applied research and innovation results obtained from funded cyber-security and
resilience projects, and industrial papers that promote contributions on technology development
and contemporary implementations.

Submitted manuscripts should not exceed 6 pages (plus 2 extra pages, being subject to overlength
page charges) and should be of sufficient detail to be evaluated by expert reviewers in the field.
Accepted papers will be submitted for inclusion into IEEE Xplore subject to meeting IEEE Xplore’s
scope and quality requirements. Detailed information about paper submission and guidelines for
authors can be found at the workshop’s website https://www.ieee-csr.org/iosec.
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